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New advanced analysis tool

DrmDirectSubmission<N..
DirectSubmissionHw<NE..
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Prior CPU Profilers

# perf record -F 99 -p 13204 -g -- sleep 30
# perf report -n --stdio
[...]

--- xen_hypercall xen version
check_events

|--44.13%-- syscall trace_enter
| tracesys

[..]

20.42% 605 bash [kernel.kallsyms]

# Overhead Samples Command Shared Object

| --35.58%-- GI libc fentl

--65.26%-- do_redirection_internal

do_redirections

execute builtin or function
execute_simple command
execute_command internal
execute_command

execute while or until
execute:while:cdamand
execute_command internal
execute_command
reader_loop

main

__libc start main

[k] xen hypercall xen version

intel.
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Prior CPU Profilers...full ou’tput
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..same data, as a Flame Graph
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E.g.: $16M/year compute

$2M $10M/year $4M/year
/ .

«—

e
lo/netty/channel/nio/AbstractNioByteChannelsNioByteUnsafe:.read

Code

| JavacCalls::call_wvirtual

|St.. JavaThread::thread_main_inner

A
v

Cost $$%

CPU Flame Graphs

Shows code
oroportional to cost

Used by everyone

(developers, ops, sales support,
end-users)

INnteractive

intel.



CPU Flame Graph Adoption

Implementations: >100

Related open source projects: >500
Commercial product adoptions: >30
New startups: 6 (so far)

Startups exits: 2 (so far)

Included in Intel® VTune ™ Profiler andis the
basis for Intel gProfiler.
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Intel Innovation

World's first easy Al profiler

A. Code visualization
B. Low overhead
C. No setup required

..same as CPU profiling




Al Flamegraph

Intel

A .
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Al/ Stallreason —» (sd— shd ~ sbd G shd
: ey 0 Lo R—
GPU Instruction mnemonic - CopyBufferRectBytes2d ines ... typenfon.
:  src/compute-runtime/shared/source/built_ins/kernels/copy_buffer_rect.builtin_kernel ~ benchmarks..

Stack/sourcefunct|on5/ - -

i joctl e
M SOUFC@ flle 1 NEO::SysCalls::ioctl(int, unsigned long, void*) NEO::SysCal..
NEO::Drm::ioctl(NEO::Drmloctl, void*) NEO::Drm::..

NEO::DrmDirectSubmission<NEO: :XeHpcCoreFamily, NEO::RenderDispatcher<NEO::XeHpcC.. NEO::DrmbD..
NEO::DirectSubmissionHw<NEO: : XeHpcCoreFamily, NEO::RenderDispatcher<NEO::XeHpcCor.. NEO::Direct..

CPU call stack —

NEO::CommandStreamReceiverHw<NEO: : XeHpcCoreFamily > : :flushimmediateTask(NEO::Line.. NEO::Co..

_egend:

LO::CommandListCoreFamilyImmediate<(GFXCORE_FAMILY)3080>::executeCommandListI.. LO::Comma..
LO::CommandListCoreFamilyImmediate<(GFXCORE_FAMILY)3080> ::flushImmediate(_ze_res.. LO::Comma..
LO::CommandListCoreFamilyImmediate<(GFXCORE_FAMILY)3080>::appendMemoryCopyReg.. L0::Comma..
LO::zeCommandListAppendMemoryCopyRegion(_ze_command_list_handle_t*, void*, _ze c.. LO::zeCom..

v

PID ——
Program —

Python
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Prior Al Profilers

Ko KT ¥ ¥ )l K
| Statistics P/ M

GPU Execution Units

GPU Computing Threads Dispatch

GPU EV Instructions

NEO::Drm::ioctl NEO::Drm::ioctl NEO::Drm::ioctl

NEO::DirectSubmissionH.. NEO::Dir

missionHW<NEO::X.. NEO::DirectSubmission..

NEO::CommandStreamRece. NEO: co ceiverHw <N NEO: :CommandStreamRec.

NEOQ::CommandQueueHw<N NEO::CommandQueueHw<NEO: :XeHf NEO: : CommandQueueHw<|

NEO::CommandQueueHw<N NEO::CommandQueueHw<NEO:: XeHf NEO::CommandQueueHw<]I
NEQ::CommandQueueHwW<NEIEO::CommandQueueHwW<NEO: :XeHpR.EO: :CommandQueueHw<|

No code profiling on the Alaccelerator or GPU

(Or partial code visibility via static instrumentation, or full
accelerator code profiling but via binary instrumentation
and prohibitively high overhead)

 —_

Intel Al Profiler

Al Flamegraph
Intel

ods
Al/GPU code

| 0x220

NEO::SysCalls::ioctl(int, unsigned long, void*) NEO::SysCal..
NEO::Drm::ioctl(NEO::Drmloctl, void*) NEO::Drm::..
NEO: :DrmDirectSubmission<NEO: XercCoreFamlIy NEO RenderDlspatcher<NEO :XeHpcC.. NEO::DrmD..

NEO: : DirectSubmissionHw<NEO: :XeHpcCaq

CPU code

natcher<NEO::XeHpcCor.. NEO::Direct..

NEO::CommandStreamReceiverHw<NEO:: XeHpcCoreFamily>: :flushimmediateTask(NEQ: :Line.. NEO::Co..

LO::CommandListCoreFamilyImmediate<(GFXCORE_FAMILY)3080> : :executeCommandListI.. LO::Comma..
LO::CommandListCoreFamilyImmediate<(GFXCORE_FAMILY)3080>::flushImmediate(_ze_res.. LO::Comma..
LO::CommandListCoreFamilyImmediate<(GFXCORE_FAMILY)3080> ::appendMemoryCopyReg..

LO::zeCommandListAppendMemoryCopyRegion(_ze_command_list_handle_t*, void*, _ze_c.. LO::zeCom..

All your code in one visual, proportional to cost

(Statistics still available; E.g., in VTune)

intel.
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PyTorch Flame Graph
Intel

L. Visualising an Open Al Ecosystem

Intel iI915 (GPU kernel driver)

Intel NEO (Compute Runtime)

Intel Level Zero APl (User-mode driver)

Intel Extension for PyTorch (Framework)

Profilerisbased on Intel EU Stalls, flamegraph.pl, and eBPF

intel. 4



PyTorch Flame Graph
Intel

L. Visualising an Open Al Ecosystem

Intel iI915 (GPU kernel driver)

https://qgithub.com/torvalds/linux/tree/master/drivers/apu/drm/i915

Linux (OS Kernel)

https://qgithub.com/torvalds/linux

Intel NEO (Compute Runtime)

https://aithub.com/intel/compute-runtime

Intel Level Zero APl (User-mode driver)

https://qithub.com/oneapi-src/level-zero

Intel SYCL (Runtime library)

https://qgithub.com/intel/llvm/tree/sycl/sycl

-_FAMILY)3080>:
= FAMILY)3080>:

Intel Extension for PyTorch (Framework)

https://github.com/intel/intel-extension-for-pytorch

Profileris based on Intel EU Stalls, flamegraph.pl, and eBPF

https://github.com/brendangregg/FlameGraph
https://github.com/torvalds/linux/tree/master/kernel/bpf

intel.


https://github.com/torvalds/linux
https://github.com/torvalds/linux/tree/master/drivers/gpu/drm/i915
https://github.com/intel/compute-runtime
https://github.com/oneapi-src/level-zero
https://github.com/intel/intel-extension-for-pytorch
https://github.com/brendangregg/FlameGraph
https://github.com/torvalds/linux/tree/master/kernel/bpf
https://github.com/intel/llvm/tree/sycl/sycl

! SPEAKEASY

Open source technology

: g ) 4
Safe and efficient kernel execution i ;@eBPF -0“’\
environment UNiOCKlNG
| pioneered its use for performance ' THE gE R‘NEL

observability and security monitoring | PREMIERING NOW 8TH

= ;
aeaPF ISOVALENT infel N
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eBPF Observability

filetop opensnoop c* java* node* php* javathreads gethostlatency
filelife fileslower statsnoop python* ruby* memleak
vfscount vfsstat syncsnoop mysqld_gslower jnistacks sslsniff
£11 £ ioprofile dbstat dbslower
vf‘:;'z‘." ’t'!':izz scread bashreadline threadsnoop
*P ucalls uflow mysqld_clat pmlock pmheld
writesync 2 2
uobjnew ustat bashfunc syscount
cachestat cachetop ulth:eads uge bashfunclat killsnoop
decstat dcesnoop Il
Rt S e i
icstat Applications ¥ eperm setuids
bufgrow Runtimes J elfsnoop modsnoop
readahead execsnoop exitsnoop
System Libraries PLAPAreno
— writeback 1§ Y é / cpudist cpuwalk
argdist ¥ ¥ Ysyiem call Interface SRR T
funccount y'd S unglaim ed
funcslower VE K pu deadlock
funclatency N S 4 Sockets - eadloc
stackcount Scheduler < offcputime wakeuptime
profile File Systems [/ TcPiuDP [ offwaketime softirgs
/ f I~ offcpuhist threaded
btrfsdist | / 1 pidnss mlock mheld
btrfsslower 7VO ume Manage / P Virtual smpcalls workqg
extddist extdslower ) X \
nfsslower nfsdist / Block Dewce// Net Device Memory slabratetop
xfsslower xfsdist 7‘ oomkill :"‘1“1‘
v zfsslower zfsdist f //‘ Device Drivers \ \ \ shmsnoop drsnoop
overlayfs 1 Y N kmem kpages numamove
mdflush Sustlatenc , ieee802llscan| nettxlat mmapsnoop brkstack
scsltesulty nvmelatency netsize ipecn faults ffaults
biotop biosnoop superping fmapfault hfaults
biolatency £d tcptop tcplife tcptracer qgdisc-£fq vmscan swapin
bitesize sescenoep tcpconnect tcpaccept
seeksize tcpconnlat tcpretrans hardirgs
biopattern :g:::::ozozm tcpsubnet tcpdrop eriticalstat
biostacks goconnect soaccept tcpstates Other: ttysnoop
bicerr tcpsynbl tcpwin er.
socketio socksize cPsy Pw
capable CPUs
iosched ... nniat solstbyte tcpnagle tcpreset Ph llcstat
blkthrot u onnect xenhyper
skbdrop skblife dpc Komexits cpufreq

eBPF Security Monitoring

su usage
sudo usage

crypto initialization / M slyeniis

ssh authentication

shell commands

Operating System

{ Applications /
/ new processes
file open I System Libraries ¥ process exec
file create ~_ System Call Interface pd ptrace
file unlink o VFS Sockets Scheduler
change mode File Systems TCP/UDP, | Privileges <¢—— setfuid
Volume Manager P A\ Vvirtual capability usage
Blgck Device Interface Ethernet \ Memory $—_ page fault errors
il De"i‘f LIS \ process crash

1
partition table writes
/ invalid packets

kernel module load SagReii

TCP active connections

TCP passive connections 1CMP suspicious packets
TCP port refused
UDP connections

All observability tools are open source

NETFLIX

My slide from a BSidesSF 2017 talk

intel.
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Globally Critical Issuesin 2024

Your device ran into a problem and needs to restart. We're just

collecting some error info, and then we'll restart for you.

0% complete

Al Datacenter Cost Security & Reliability

intel.
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Business outcomes

Bringing Al
EVG ryw h e re Maximise Accelerate

value inNnovation
Enabling Al across every enterprise with world-

changing technology that improves the life of every
person onthe planet.

"— R s
i U . —J Ry &
S 77 Be " Sustain S
€ £, responsible " ourfuture =
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Business outcome

Accelerate innovation

Put Alto work right now, even on sensitive and regulated data, with enterprise-ready solutions and open, optimised
software tools preferred and securely trusted by Al developers.

|
00O .
O Open & Choice &9 Trust {7) Scaled
Programmability Compatibility Alinference Develop and test
] S N Intel® Tiber Developer Cloud
O PyTorch T ontapr  ©OpenVING® ecudre Intel® Tiber Al Studio
TensorFlow
sycL o €F i Secure workloads Intel® Tiber Edge
; omatic en
% python £ rueeing Face P Secure models
C OpenAl f Securedatain use cloud.intel.com
@UXL SYCL. @ Triton A M?R -k

Small, medium and large models

o

pen Platform
or Enterprise Al

=h

R s o $
connected computing for Al ultiarchitecture Multivendor \%ﬁ

Full system, full cluster

intel intel fintel intel intel Latest Intel CPUs, accelerators
Gaubl XeON CORe:. ARC €THeRNeT

ULTRAIIIL  cmapmics

and software

Hardware / Architecture

[ ® .
Intel a I Intel Confidential
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Future: Al Flame Graphs are Coming

Originally by Intel, previewing in the Intel cloud
Helps find cost reductions in Al accelerators and GPUs '
Visualizes Intel’s open Al ecosystem

In the future, | expect there may be other implementations
and even startups; These should also:

Show all code (GPU, OS kernel, runtimes, framework, app)
Cost low overhead (<5%)
Be easy to use (no interposer, no restarts)
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For more, come talk to us at the Intel booth
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