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1. CPU Flame Graphs



Stack Traces

$ jstack 1819

[...]

""main" prio=10 tid=0x00007££304009000
3nid=0x7361 runnable [0x00007££30d4£9000]

java.lang.Thread.State: RUNNABLE

at Func_abc.func c(Func abc.java:6)
at Func_abc.func b (Func abc.java:16)
at Func abc.func a(Func _abc.java:23)

at Func_abc.main (Func abc.java:27)



CPU Profiling

stack B B
samples: & A A | A A
I e A
B » syscall >
A >| T X
on-CPU l off-CPU time
block -seciinnn.

interrupt



Stack Samples
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Stack Samples: Merged
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Alphabet Sort
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Alphabet Merged (“Flame Graph”)

g()
e e () ()
o
A d ()
'
< c () i()
N
b () h ()
a ()

Alphabet






Origin (2011): CPU Profiling

# dtrace -x ustackframes=100 -n 'profile-997 /execname = "mysqgld"/ {
j Q[ustack()] = count(); } tick-60s { exit(0); }'
[.. over 500,000 lines truncated ..]

libc.so.1l __ priocntlset+0xa
libc.so.1 getparamt+0x83
libc.so.1 pthread getschedparamtOx3c
libc.so.1l pthread setschedprio+0x1f
mysqld”_Zlédispatch commandl9enum server commandP3THDPcj+0x9ab
mysqld’_Z10do commandP3THD+0x198
mysqld handle one connectiont+0xla6
libc.so.1l _thrp setup+0x8d
libc.so.1" _1lwp start
4884

mysqgld’ Zl13add to statusPl7system status varS0 +0x47
mysqgld’ Z22calc sum of all statusPl7system status var+0x67
mysqld’_Zlédispatch commandl9enum server commandP3THDPcj+0x1222
mysqld’_Z10do commandP3THD+0x198
mysqld handle one connectiont+0xla6
libc.so.1l _thrp setup+0x8d
libc.so.1l” 1lwp start
5530



Full output



as a Flame Graph

Flame Graph

libc.so.1” _lwp_start

Function: mysqld” do_select (159,007 samples, 45.64%)



Linux example: perf Profiling

 # perf record -F 99 -ag -- sleep 30

- [ perf record: Woken up 9 times to write data ]

ﬁ [ perf record: Captured and wrote 2.745 MB perf.data (~119930 samples) ]
 # perf report -n -stdio

L
- # Overhead Samples Command Shared Object Symbol
e
#
1 20.42% 605 bash [kernel.kallsyms] [k] xen hypercall xen version
I
—--- xen hypercall xen version

check events call tree

| “ summary

| --44.13%-- syscall trace enter

| tracesys

| |

| |--35.58%-- _ GI__ libc fontl

| | |

| | | --65.26%-- do_redirection internal

| I | do_redirections

| I | execute builtin or function
| I | execute simple command

I [... ~13,000 lines truncated ..]



FuII perf Output
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.. as a Flame Graph

Flame Graph




Flame Charts (2013)

https://bugs.webkit.org/show_bug.cgi?id=111162

Ilya Tikhonovsky 2013-03-01 04:33:26 PST
Flame Chart may give to the developer a better clue what is going on with the performance without

http://dtrace.org/blogs/brendan/2811/12/16/flame-graphs/

Ilya Tikhonovsky 2013-03-01 04:35:00 PST

.‘
2y
3

Created attachment 198933 [details]
screenshot

Ilya Tikhonovsky 2013-03-01 04:37:34 PST

Created attachment 198934 [details] =
Patch

expanding the entire tree.

Description

Comment1

js?name=fullsam._uth

user=0:1008
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Chrome DevTools Flame Charts (2022)
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Total blocking time: 2152.88ms (estimated) Learn more



Firefox Profiler Flame Graph (2022)
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Flame Graphs
X-axis: population

alphabet sort or another frame merging algorithm

Flame Charts
X-axis: time

21



Flame Graph Interpretation




Flame Graph Interpretation (1/4)

Top edge shows who is running on-CPU,

and how much (width)  «— ¥ \\

e () ()




Flame Graph Interpretation (2/4)

Top-down shows ancestry
e.g., from g():

e () f()
d ()
c () 1()
b () h ()
 / a ()




Flame Graph Interpretation (3/4)

Widths are proportional to presence in samples
e.g., comparing b() to h() (incl. children)




Flame Graph Interpretation (4/4)

nnnnnnn

Vi
org/v a/core/http/impl/ 1 ServerHaRdle!
org/vertx/java/core/net/impl/VertxHandler:.channelRead

S annel$Ni i
o/ ntLoop: IKey
io/netty/channel/nio/NioEventLoop:.processSelectedKeys

a

>

hua ~TemERNEEEELGS ¢

.le
2., 8 :
-V Z T .
U £ 3 -
N = ;
=0 - ;
E&- 8 ¥-.8F &
S8 o Ltegsg:s
T + = =S L LG
c @®@ O =S g5 5o
cE S TS gh s
- C O __“"ue__._m
]

mm% na__gane
O Q0 S 20295y o
= & 0w s Lo 2E
gk 5§ %¥we Lo~
O T e



Flame Graph Summary

Visualizes a collection of stack traces
— X-axis: population: e.g., alphabetical sort to maximize merging
— y-axis: stack depth
— color: random (default) or a dimension

Original implementation: Perl + SVG + JavaScript

— https://github.com/brendangregg/FlameGraph
— Takes input from many different profilers

References:
—  http://www.brendangregg.com/flamegraphs.html
— http://queue.acm.org/detail.cfm?id=2927301
— "The Flame Graph" CACM, June 2016




d3 Flame Graphs

Created by Martin Spier (my colleague at Netflix)
Used by Netflix’s internal continuous profiler (“FlameCommander”)
https://github.com/spiermar/d3-flame-graph

d3_ﬂame_g raph Reset zoom Clear




Linux CPU Flame Graphs in 3 Easy Steps

# git clone https://github.com/brendangregg/FlameGraph; cd FlameGraph
# perf record -F 49 -ag -- sleep 30 1
# perf script | ./stackcollapse-perf.pl | ./flamegraph.pl > out.svg

Some runtimes (e.g., JVM) require extra steps for stacks & symbols

see https://www.brendangregg.com/FlameGraphs/cpuflamegraphs.html


https://github.com/brendangregg/FlameGraph

CPU Flame Graphs

Linux 2.6

perf record

I

( perf.data )

I

perf script

l

stackcollapse-perf.pl

;

flamegraph.pl

30



eBPF-based CPU Flame Graphs

Linux 2.6

Linux 4.9+

perf record

profile.py (eBPF)

I

( perf.data )

I

perf script

l

stackcollapse-perf.pl

;

h 4

flamegraph.pl

flamegraph.pl

31



2. eBPF



BPF 1992: Berkeley Packet Filter

# tcpdump -d host 127.0.0.1 and port 80

(000)
(001)
(002)
(003)
(004)
(005)
(006)
(007)
(008)
(009)
(010)
(011)
(012)
(013)
(014)
(015)
(016)
(017)
(018)

}dh
jeq
1d
jeq
1d
jeq
}db
jeq
jeq
jeq
ldh
jset
ldxb
1dh
jeq
1dh
jeq
ret
ret

[12]

#0x800

[26]
#0x7f000001
[30]
#0x7f000001
[23]

#0x84

#0OX6

#0x11

[20]
#Ox1fff

4* ([14]&06xT)
[x + 14]
#0x50

[x + 16]
#0x50
#262144

#0

2
6
6
10
10
10

18

17

17

18

18

12

15

18

A limited
virtual machine for
efficient packet filters

33



eBPF 2022

User-Defined BPF Programs

SDN Configuration

Kernel

DDoS Mitigation

Runtime Event Targets

Intrusion Detection

Container Security

Observability & APM

Firewalls

A/

Device Drivers

T
; verifier sockets
/ / kprobes
BPF uprobes
\ tracepoints
BPF
actions perf_events

34



B P F (kernel engineers)
e B P F (marketing)

BPF is no longer an acronym

eBPF tracing pony

35



50 Years, one (dominant) OS model

Applications

System Calls

Kernel

Hardware

36



Origins: Multics,
1960s

Supervisor

Hardware

Privilege
Ring O

Applications

37



Modern Linux;: A new OS model

User-mode Kernel-mode
Applications Applications (BPF)
System Calls BPF Helper Calls

Kernel
Hardware

38



50 Years, one process state model

@ preemption or time quantum expired
schedule

Kernel

swap out

Swapping

Runnable

swap in
resource 1/O . wakeu
acquire lock acquired
Off-CPU slee wakeu
. _ Linux groups
wait for work @ work arrives most sleep states

39



BPF program state model

event fires

On-CPU

Off-CPU

program ended

Enabled

.
.
.
.
.
.
..
.
ey
.
.
.
e
.
.
.
.
.

reempt
attach P p ...... helpers
""""""""" A" page fault
| oaded ’ Sleeping 5 s

(restricted state) spin lock

40



BPF verifier in the future

brute force "walk all instructions” ap

Netconf 2018
- . . move away from existing
AI eXGI Sta rVOItOV technology and static analysis
« remove #define E!PF_COMPLEJ{ITY__LIMIT 128k crutch
. remove #define BPF_MAXINSNS 4k
« support arbitrary large programs and libraries

; + 1 Million BPF instructions
» an algorithm to solve Rubik's cube will be expressible in BPF




—
- .

ernelE\
BCipBSL
=

BPF at Facebook Sched

- ~40 BPF programs active on every server. o y
- <100 BPF programs loaded on demand for short period of time. ftrace: Where modifying a running ke
- Mainly used by daemons that run on every server.

- Many teams are writing and deploying them. Analyzing changes to the binary inte

BPF at Facebook - Alexei Starovoitov

Kernel Recipes 2019, Alexei Starovoitov
~40 active BPF programs on‘every Facebooek.server




f
P

‘ -

UbuntuMasters 2019, Brendan Gregg

~14 active BPF programs on every Netflix cloud instance

\



Modern Linux: Event-based Applications

User-mode Kernel-mode Applications
Applications (BPF)
U.E. >
N\ | / 4 )
AN | / |
Kernel
Scheduler
Kernel e
f
Hardware Events (incl. clock)

44



Modern Linux is becoming Microkernel-ish

User-mode Kernel-mode
Applications Services & Drivers

A A A
...... . 1. .1
Smaller
Kernel — : ¢ 0
Hardware

The word “microkernel” has already been invoked by Jonathan Corbet, Thomas Graf, Greg Kroah-Hartman, ... 45



Steven Rostedt
3 @srostedt
BPF will replace Linux #kr2019

2:06 AM - Sep 26, 2019 - Twitter for Android

18 Retweets 79 Likes

Microsoft are adding eBPF to Windows

46



BPF Internals

BPF Instructions Events
| /
Y /
Verifier
/ * BPF
A 4 Context
Inteﬁ(eter JIT Compiler
7 N \ *
11 <« MachineCode | _| BPF |1, Eest Cif
Registers Execution Helpers eme
Map Storage (Mbytes)

47
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A New Type of Software

User

Kernel

BPF

Execution User

model

task

task

event

defined

yes

no

yes

Compil-
ation

any

static

JIT,
CO-RE

Security

user
based

none

verified,
JIT

Failure
mode

abort

panic

error
message

Resource
access

syscall,
fault

direct

restricted
helpers

49



Example Use Case: BPF Observabillity
(aka “Tracing”)



Example Use Case: BPF Observabillity
(aka “Tracing”)

BPF enables a new class of
custom, efficient, and production safe
performance analysis tools

51



Linux tracing was a mess (with cute ponies)

- /Vf?}
P Oy

perf events SystemTap

P, e 2
L0

o b
ktap LTTng dtracedlinux

The tracing ponies were created by a tech marketing professional from Sun Microsystems, Deirdre Straughan (now my wife)

52



Linux Tracing Present and Future

bcce libbpf bpftrace

53



filetop opensnoop c* java* node* php* javathreads gethostlatency

filelife fileslower statsnoop python* ruby* memleak
vEfscount vfsstat syncsno?p . é§§:§¥i§§2f2§2; jnistacks sslsniff
filetype fsrwstat ioprofile

threadsnoop

vissize muapfiles scread bashreadline

writes P ucalls uflow mysqld_clat pmlock pmheld

ync . —
uobjnew ustat bashfunc syscount

cachestat cachetop uthreads ugc bashfunclat killsnoop

decstat desnoop | / shellsnoop
Perf mount snoop Applicati * + signals naptime

estat pplications
1

>

eperm setuids

bufgrow Runtimes J elfsnoop modsnoop
O I S readahead execsnoop exitsnoop
: : pidpersec
I ( ) writeback \ System Libraries

cpudist cpuwalk
runglat runglen

rungslower

_,,’,,,—f”’ cpuunclaimed
deadlock

Scheduler offcputime wakeuptime
I — offwaketime softirgs

I~~~ offcpuhist threaded

btrfsdist Volume Man IP . pidnss mlock mheld
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\/ overlayfs { f 1 \ kmem kpages numamove

M\N

\ System Call Interface

A R

funclatency
stackcount
profile

» File Systems // TCP/UDP
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Example: BCC tcplife

Which processes are connecting to which port?

S Julia Evans O, i
' @bork

i really wish i had a command line tool that would give
me stats on TCP connection lengths on a given port

2:48 PM - Aug 16, 2016 - Twitter Web Client

4 Retweets 23 Likes
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Example: BCC tcplife

Which processes are connecting to which port?

# ./tcplife

PID

22597

3277

22598
22604
22624

3277

22647

3277
[..

-]

COMM
recordProg
redis-serv
curl
curl
recordProg
redis-serv
recordProg
redis-serv

LADDR

127.
127.
100.
100.
127.
127.
127.
127.

© o
R

6.3.172
6.3.172

(ool ool Mool

@000
R R RR

LPORT
46644
28527
61620
44400
46648
28527
46650
28527

RADDR
127.0.0.1
127.0.0.1
52.205.89.26
52.204.43.121
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

RPORT TX_KB RX_KB

28527
46644
80

80

28527
46648
28527
46650

0

(ool oo o lNollo]

o000 RrRROO

MS
0.23
0.28
91.79
121.38
0.22
0.27
0.21
0.26

56



Example: BCC tcplife

# tcplife -h

./usage: tcplife.py [-h] [-T] [-t] [-w] [-s] [-p PID] [-L LOCALPORT]
[-D REMOTEPORT]

Trace the lifespan of TCP sessions and summarize

optional arguments:

-h, --help show this help message and exit

-T, --time include time column on output (HH:MM:SS)
-t, --timestamp include timestamp on output (seconds)
-w, --wide wide column output (fits IPv6 addresses)
-s, --CSV comma separated values output

-p PID, --pid PID trace this PID only

-L LOCALPORT, --localport LOCALPORT
comma-separated list of local ports to trace.
-D REMOTEPORT, --remoteport REMOTEPORT

comma-separated list of remote ports to trace.

examples:
./tcplife # trace all TCP connect()s
./tcplife -t # include time column (HH:MM:SS)
[...]




Example: BCC execsnoop

What processes are launching?

# execsnoop.py -T

TIME(s) PCOMM

0.
.507
.511
.511
.514
.514
.514
.515
.515
.523
.524

.533
.533

R REPECMFO0O00000000CO0

506

]

-]

run
bash
svstat
perl
ps
grep
sed
xargs
cut
echo
mkdir

svstat
perl

PID

8745
8745
8747
8748
8750
8751
8752
8754
8753
8755
8756

8787
8788

PPID
1828
1828
8746
8746
8749
8749
8749
8749
8749
8754
8745

8786
8786

RET

(ool oo oo NoNololNolNo

© o

ARGS

./run

/bin/bash

/command/svstat /service/httpd
/usr/bin/perl -e $1=<>;$1=~/(\d+) sec/;p...
/bin/ps --ppid 1 -0 pid,cmd, args
/bin/grep org.apache.catalina
/bin/sed s/N *//;

/usr/bin/xargs

/usr/bin/cut -d -f 1

/bin/echo

/bin/mkdir -v -p /data/tomcat

/command/svstat /service/httpd
/usr/bin/perl -e $1=<>;$1=~/(\d+) sec/;p...
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Example: BCC biolatency

What is the distribution of disk 1/O latency? Per second?

# ./biolatency -mT 1 5
Tracing block device I/0... Hit Ctrl-C to end.

06:20:16
msecs : count distribution
0 => 1 : 36 I**************************************I
2 -> 3 1 | * |
4 -> 7 : 3 | *** |
8 -> 15 E 17 I***************** I
16 -> 31 o 33 I********************************** I
32 -> 63 4 I******* I
64 -> 127 : 6 | %% %% x* |
06:20:17
msecs : count distribution
0 -> 1 2 96 I************************************ I
2 -> 3 25 I********* I
4 -> 7 29 I*********** I




BCC/BPF: biolatency
100.66.98.191: 7402

'88-1048575
1144-524287
[072-262143
1536-131071
}2768-65535
6384-32767
8192-16383
4096-8171
2048-4095
1024-2047
512-1023
256-511
128-255
64-127
32-63

156-31

8-15

4-7

2-3

0-1

B

L
l=llllllllllllllll 256-511:
| llll=lllllllll

il
]
J

11:26:20

11:264:40

11:27:00

11:27:20

11:27:40 11:28:00
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Example: bpftrace readahead

|s readahead polluting the cache?

# readahead.bt

Attaching 5 probes...

nC

Readahead unused pages: 128

Readahead used page age (ms):

@age_ms:
[1] 2455 |@EEEEEEEEEACEAEA |
[2, 4) 8424 |@CQEEECEEEEEEEACAEEACEEAACACAAACACAEACAACAAAEAAAEAAAEA |
[4, 8) 4417 |@@EQEEECEEECCEEAAEEACAEAAAEA I
[8, 16) 7680 |@CQEEEQEEECEEEACEEACACCAAAEACAEAACAACAAACAAAEAAAEA I
[16, 32) 4352 |@@ECEEEEEEECCECAAEEACEEAAA |
[32, 64) 0 | I
[64, 128) 0 | |
I

[128, 256) 384 |@@

61



#!1/usr/local/bin/bpftrace

kprobe:__do_page_cache_readahead { @in_readahead[tid]
kretprobe:__do_page_cache_readahead { @in_readahead[tid]

= N

(o )

kretprobe:___page_cache_alloc
/@in_readahead[tid]/

@birth[retval] = nsecs;

@rapages++;
}
kprobe:mark_page_accessed
/@birth[arg0]/
{
@age_ms = hist((nsecs - @birth[arg0]) / 1000000),
delete(@birth[arg0o]);
@rapages- -;
}
END
{

printf("\nReadahead unused pages: %d\n", @rapages);
printf("\nReadahead used page age (ms):\n");
print(@age_ms); clear(@age_ms);

clear(@birth); clear(@in_readahead); clear(@rapages);

(ST

Entire
readahead.bt
bpftrace
source
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eBPF for Developers



Think like a
sysadmin

Not like a
programmer

filetop

opensnoop c*

filelife fileslower statsnoop

java* node* php*
python* ruby*

javathreads

gethostlatency
memleak

vEscount vfsstat syncsnoop mysqgld_gslower sniastacks sslsniff
: joprofile dbstat dbslower | °
filetype Larwstat scread bashreadline threadsnoop
UIssize Dmaptiles ucalls uflow mysqld_clat pmlock pmheld
R S uobjnew ustat bashfunc syscount
cachestat cachetop uthreads uge bashfunclat killsnocop
destat desnoop | v shellsnoop
A mount snoop licati + ‘ signals naptime
icstat Applications eperm setuids
bufgrow Runtimes / elfsnoop modsnoop
readahead ¥ exec P exitsnoop
et bR | System Libraries ¥, pidpersec
trace ' ﬁ ' Y J cpudist cpuwalk
Z runqglat runglen
:ﬁiﬁzﬁnt \ \ System Call Interface yz Serimales
Al / cpuunclaimed
gzﬁgi;ﬁ:izy R es 44 Sockets - deadlock
stackcount Scheduler —i offcputime wakeuptime
profile .~ File Systems TCP/UDP , | — offwaketime softirgs
/ ™~ offcpuhist threaded
btrfsdist Volume Managel [[=3 . pidnss mlock mheld
btrfsslower i g Virtual smpcalls workqg
extddist extdslower [ - -
nfsslower nfsdist (%4 Block Dewce// Net Device * Memory slabratetop
xfsslower xfsdist oomkill memleak

zfsslower zfsdist
overlayfs
mdflush

biotop biosnoop
biolatency
bitesize
seeksize
biopattern
biostacks
biocerr
iosched
blkthrot

Legend:
prior tool
new tool

F /] oeveeomers] |\

shmsnoop drsnoop

hN

kmem kpages numamove

! I .
; ieee80211scan | nettxlat mapsncop brkstack
scsilatency A i faults ffault
: netsize ipecn aults ffaults
scsiresult nvmelatency superping fmapfault hfaults
tcptop tcplife tcptracer gdisc—fq vmscan swapin
sofdsnoop tcpconnect tcpaccept
. tcpconnlat tcpretrans hardirgs
sockstat sofamily  pooouinleorS o8 O e
soprotocol sormem £ tat.
cpstates § ttysnoop
soconnect soaccept g Other:
socketio socksize topsynbl, topwin capable CPUs
soconnlat solstbyte tcPnagle tcpreset G 1lcstat N
skbdrop skblife udpconnect Eapayper cpufreq
kvmexits

# define BPF program

prog =

int hello(void *ctx) {

bpf_trace_printk("Hello,

return 0;

3

# load BPF program
b = BPF(text=prog)
b.attach_kprobe(event=b.get_syscall_fnname("clone"),

World!\\n");

.f




Think like a sysadmin

Get it installed everywhere and use it.

— 3 H OH H H H R

apt-get install bcc-tools bpftrace
PATH=$PATH: /usr/share/bcc/tools
execshoop

openshoop

tcplife

ext4slower

biosnoop

]

These are installed by default at Netflix, Meta, etc.
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Think like a sysadmin

Get it installed everywhere and use it.

e I S S S S S~ S = S =~

apt-get install bcc-tools bpftrace
PATH=$PATH: /usr/share/bcc/tools

execsnoop —> Anything periodic running? crontab?
opensnhoop _ _ _ _
\ Any misconfigurations? File not found?

tcplife
ext4s 1OWN Any unexpected TCP sessions?
biosnoop \\A Any file system I/O slower than 10ms?

. ]

\ Any unusual disk access patterns? Outliers?
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filetop

opensnoop c* java* node* php*

javathreads

gethostlatency

. filelife fileslower statsnoop python* ruby* memleak
P r.l nt fo r. O u r. vfscount vfsstat syncsnoop dr;;gstcgltd_c;qussllocr:err jnistacks sslsniff
; ioprofile
iéizzzgemizgziizz scread P bashreadline threadsnoop

ucalls uflow

. writesync - mysqgld_clat pmlock pmheld
O I I ICe Wal | uobjnew ustat bashfunc syscount
y cachestat cachetop uthreads ugc bashfunclat killsnoop
dcstat decsnoop | ]
shellsnoop
A mount snoop l . / signals naptime
u e icstat Applications y eperm setuids
. bgfgro‘; Runtimes J elfsnoop modsnoop
Ch eCkl IS‘t readahea execsnoop exitsnoop
- System Libraries pidpersec
trace mEiEeRasy i * * v /////// cpudist cpuwalk
: runglat runglen
argdist System Call Interface
!: rungslower
Suspected disk issue? | sincsiove: \ | __— cpuunclained
p . funclatency N VES * 4 Sockets - deadlock
Try these f| rst: stackcount Scheduler — offcputime wakeuptime
. profile - File Systems // TCP/UDP A ‘\ offwaketime softirgs
/ / I~~~ offcpuhist threaded
btrfsdist Volume Mana E/ IP . pidnss mlock mheld
btrfsslower f 9 / Virtual smpcalls workqg
ext4dist extdslower ) ) “‘-\\\\\\
nfsslower nfsdist / Block Dewce// Net Device * METE slabratetop
xfsslower xfsdist oomkill memleak
zfsslower zfsdist f // Device Drivers \ \ \ shmsnoop drsnoop
\ layfs 4 { \ kmem kpages numamove
mdflush - ieee802l1lscan nettxlat\\\‘ N\ mmapsnoop brkstack
scs;latency nvmelatency netsize ipecn faults ffaults
biotop biosnoop scsiresul ] superping fmapfault hfaults
biolatency Tofdsnoop tcptop tcplife tcptracer gdisc-fq vmscan swapin
bitesize

tcpconnect tcpaccept \

https:/i
bl_opattern soprotocol sormem tonotaten criticalstat
www.brendangregg.com/ biostacks Jsoconnect soaccept . P e Other: ttysnoop
. ; : cpsyn cpwin '
Perf/bpf_bOOk_tOOIS.png Legend: iosched szcozgr]:re:[;g :g(f]s(:;;se tcpnagle tcpreset capable llcstat CPUs
prior tool blkthrot skbdrop skblife udpconnect xenhyper cpufreq
new tool kvmexits




Recommended tracing front-ends

| want to run some tools

* bcc, bpftrace

| want to hack up some new tools
* bpftrace

| want to spend weeks developing a BPF product
* bcc libbpf C, bcec Python (maybe), gobpf, libbpf-rs

' N\

New, lightweight, Requires LLVM; becoming
CO-RE & BTF based obsolete / special-use only
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Recommended tracing front-ends

| want to run some tools Unix analogies
* bcc, bpftrace /usr/bin/*

| want to hack up some new tools
* bpftrace bash, awk

| want to spend weeks developing a BPF product

* bcc libbpf C, bcec Python (maybe), gobpf, libbpf-rs C, C++, Rust
New, lightweight, Requires LLVM; becoming

CO-RE & BTF based obsolete / special-use only
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Observability of eBPF



Observability of eBPF (WIP)

Processes eBPF
pS bpftool
top pertf
pmap bpflist

strace
gdb




bpftool

PID

'

BPF ID

'

Event

'

# bpftool

pid
pid
pid
pid
pid
pid
pid
pid
pid
pid
pid
pid
pid

1765
1765
1765
1765
1765
1765
1765
21993
21993
21993
21993
25440
25440

perf

fd 6: prog_id 26 kprobe func blk_account_io_start offset 0
fd 8: prog_id 27 kprobe func blk_account_io_done offset 0

fd 11:
fd 15:
fd 17:
fd 19:
fd 26:
fd 6:
fd 8:

fd 15:

fd 17:
fd 8:

prog_id 28
prog_id 29
prog_id 30
prog_id 31
prog_id 33
prog_id 232
prog_id 233

kprobe func sched_fork offset 0

kprobe func ttwu_do_wakeup offset 0

kprobe func wake_up_new_task offset 0

kprobe func finish_task_switch offset 0
tracepoint inet_sock_set_state

uprobe filename /proc/self/exe offset 1781927
uprobe filename /proc/self/exe offset 1781920

prog_id 234 kprobe func blk_account_io_done offset 0
prog_id 235 kprobe func blk_account_io_start offset 0

prog_id 262

kprobe func blk_mq_start_request offset 0

fd 10: prog_id 263 kprobe func blk_account_io_done offset 0
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# bpftool prog dump jited id 263
int trace_req_done(struct pt_regs * ctx):
oxffffffffco82dcef:
; struct request *req = ctx->di;
0: push  %rbp
1: mov %rsp, %rbp
4. sub $0x38, %rsp
b: sub $0x28, %rbp
f: mov %rbx, 0x0 (%rbp)
13: mov %ri3, 0x8(%rbp)
17: mov %rid,0x10(%rbp)
1b: mov %ri5, 0x18(%rbp)
1f: Xor %eax, %eax
21: mov %rax, 0x20(%rbp)
25: mov 0x70(%rdi), %rdi
; struct request *req = ctx->di;
29: mov %rdi, -0x8(%rbp)

; tsp = bpf_map_lookup_elem((void *)bpf_pseudo_fd(1,

2d: movabs $0xffff96e680ab0000O, %rdi
37: mov %rbp, %rsi
3a: add SOXFFFffffffffffff8, %rsi

; tsp = bpf_map_lookup_elem((void *)bpf_pseudo_fd(1,

3e: callqg oxffffffffc39a49c1l

'1)1 &req);

-1), é&req);

73




LPC 2019, Arnaldo Carvalho de Melo
CPU profiling of BPF programs s




“We should be able to single-step execution...
We should be able to take a core dump of all state.”

— David S. Miller, LSFMM 2019
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eBPF Future Predictions



eBPF Future Predictions

More device drivers, incl. USB on BPF
Monitoring agents

Intrusion detection systems

TCP congestion controls

CPU & container schedulers

FS readahead policies

CDN accelerator

1



Reality Check

More perf wins come from CPU flame graphs
not CLI tracing
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3. eBPF Flame Graphs



Linux eBPF CPU Flame Graphs

Lower overhead profiling
Make continuous profiling more practical



Off-CPU Analysis

preemption or
time quantum expired
running

(on-CPU)
swap out

schedule

Kernel Runnable

A swap in
resource 1/0 © wakeup
> Wait
acquire lock © acquired The study of blocking states
»( Block
off-CPU
sleep >@ wakeup Overhead often prohibitive
wait work Needs eBPF!
for work © arrives
> Idle
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Off-CPU Time Flame Graph

—

Off-CPU time

I Stack depth

_——

. . . . | ! — . e — —— e

http://www.brendangregg.com/blog/2016-02-01/linux-wakeup-offwake-profiling.html
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Off-CPU Time (zoomed): tar(1)

directory read file read fstat from disk

from disk from disk path read from disk
pipe write

Illllli{II‘II

all

Only showing kernel stacks in this example
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CPU + Off-CPU Flame Graphs: See Everything

Kernel CPU Flame Graph: Linux build

—-—  _ mm
—
—we =l

|Il
——==FNE
- B
1]
®c S 7

Kernel Off-CPU Time Flame Graph: Linux build

Off-CPU
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Off-CPU Time (zoomed): gzip(1)

The off-CPU stack trace often doesn't show the root cause of latency.
What is gzip blocked on?
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Off-Wake Time Flame Graph

T
=1
o

Uses eBPF to merge off-CPU and waker stack in kernel context



Off-Wake Time Flame Graph (zoomed)

Stack v
Direction A

vfs_write

__wake_up_common

Waker task

Waker stack

Wokeup

Blocked stack

Blocked task
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eBPF Flame Graph Futures

Practical off-CPU flame graphs

Other types: disk, network, malloc, etc.

Custom stack walking
- Frame pointers not needed
— Include other app context

And/or frame pointers everywhere
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Take Aways

Print these for your office wall:

[]
.
ul

i

|ora/moillajjavascript/gen/file_root_vert x_2_1_5_sys_mods_o.-
org/mozilia/Javaseript/gen/fiie_root_vert x_2_1_5_sys_mods_lo_ ..

dot..

lo/me. .

JavaThread::thread_main_inner
JavaThread:run

A CPU flame graph of
your software

filetop opensnoop c* java* node* php* javathreads gethostlatency
filelife fileslower statsnoop python* ruby* memleak
vEscount vEsstat, syncsnoop mysqld_gslower [ ;.. ... / sslsnife
T f ioprofile dbstat dbslower
v;s:‘;ge Srgi;:i scread bashreadline threadsnoop
ik ucalls uflow mysqld_clat palocl emnald
uobjnew ustat bashfunc syscount.
cachestat cachetop uthreads ugc bashfunclat killsnoop
decstat Il Il hell.
A mount snoop A\d + ‘ Fhacilenoor
Anplicaticns signals naptime
icstat ppl eperm setuids
b:fgm; Runtimes ‘elfsnoop modsnoop
readahed exitsnoop
weiteback ‘ System Libraries 4 _ Pidpersec
trace ] % Tngiat songien
argdist System Call Interface Anee manaen
funccount o ' / cwunglamed
g::zﬁ::::y N VFS 4 Sockets - deadlock
stackcount Scheduler 1 offcputime wakeuptime
profile ly- File Systems / TCP/UDP offwaketime softirgs
) £fcpuhist
btrfsdist / T — - ) pidnss mlock mheld
btrfsslower », 9 Virtual g smpcalls workq
extddist extdslower - :
nfsslower nfsdist }/; Block Dewce// Net Device | Memate (Slspratetop
fasl fsdist oomkill memlea
y =fsslower zfsdist // B DnversT \ shmsnoop drsnoop
phirves y 4 A\ S T
mmaps brkstack
mdflush scsilatency | seeecoz11scan nattxlat Nipeca Peauits fiaults
Tt nvmelatency netsize p
biotop biosnoop gunLredu superping fmapfault hfaults
biolatency £a. tcptop tcplife tcptracer qdisc-£fq vmscan swapin
bitesize Sofdenoop, tcpconnect tcpaccept
Beskaise tcpconnlat tcpretrans hazdirgs
kstat £ 1
biopattern gonrotocor sormen tepsubnet topdrop criticalstat
3 cpstates
Piostacks Jolomell ssccept | SPSSES L opper  ttyemoop
Legend: iosched  So0iRTIP Solethyce topnagle tcpreset — capable llestat | CPUs
prior tool blkthrot skbdrop skblife udpconnect xenhyper cpufreq
new tool kvmexits

Open source eBPF tools

you can run
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Thanks

YOW! Organizers, especially Dave and Aino

BPF: Alexei Starovoitov (Facebook), Daniel Borkmann (Isovalent), David S. Miller (Red
Hat), Jakub Kicinski (Facebook), Yonghong Song (Facebook), Martin KaFai Lau
(Facebook), John Fastabend (Isovalent), Quentin Monnet (Isovalent), Jesper Dangaard
Brouer (Red Hat), Andrey Ignatov (Facebook), Stanislav Fomichev (Google), Linus
Torvalds, and many more in the BPF community

BCC: Brenden Blanco (VMware), Yonghong Song, Sasha Goldsthein (Google), Teng Qin
(Facebook), Paul Chaignon (Isovalent), Vicent Marti (PlanetScale), Dave Marchevsky
(Facebook), Hengqi Chen (Tencent), and many more in the BCC community

bpftrace: Alastair Robertson (Facebook), Dan Xu (Facebook), Bas Smit, Mary Marchini
(Netflix), Masanori Misono, Jiri Olsa, Viktor Malik, Dale Hamel, Willian Gaspar, Augusto
Mecking Caringi, and many more in the bpftrace community

Flame graphs/charts: Adrien Mahieux, llya Tikhonovsky, Martin Spier, Perl/d3 contributors
Canonical: BPF support, and libc-prof

brendan@intel.com
All photos credit myself; except slide 42 (KernelRecipes) and 43 (UbuntuMasters)
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